CSCO 513 : Ethical Hacking and Digital Forensics

Course Objectives:

1. To make the student aware of the need to ethically hack one’s own systems and
network to know the loopholes.

2. To make the student aware of the forensics which need to performed to produce digital
trails of crimes in the modern world

Course Outcomes:

1. Student gets the skills and the knowledge of the tools required for performing ethical
hacking and the digital forensics

2. Student gets the legal architecture of the nation which needs to be observed while

performing ethical hacking and digital forensic

UNIT I (12 Hours)
HACKING WINDOWS : Network Hacking, Web Hacking, Common Network Hacking
Techniques, Password hacking, Cracking Passwords, Input Validation Attacks, SQL Injection
Attacks, Buffer overflow attacks, Privacy Attacks,

TCP / IP AND FIREWALLS : TCP/IPChecksum, TCP / IP and Firewalls, IP Spoofing,
Services Vulnerable to IP Spoofing, Port Scanning, DNS Spoofing, DNS ID Spoofing, DOS
Attack, Application Level Attacks, Distributed Denial-of-Service Attacks (DDoS), DDoS
Tools, UDP Flooding, Firewalls, Packet Filtering Firewall, Filtering on IP Header Criteria,

Application Proxy Firewalls, Firewall’s security policy, Batch File Programming

UNIT 11 (12 Hours)
COMPUTER FRAUD: Insider Threat Concepts, Insider Threat Study, Methodology for the

Optimization of Resources in the Detection of Computer Fraud, Managing the Insider Threat, The
Insider Threat Strategic Planning Process, Cyber-Security Risk Governance Processes for Web-Based
Application Protection (Understanding the External Risks and Internal Information Security Risks), The
Risk Management Process, The Tailored Risk Integrated Process (TRIP), Security Controls in
Application Systems Controls (ISO 27001, The Strategic Planning Process for Reducing the Insider
Threat, The Threat Assessment Matrix, Application and Code Review, Strategic, Legal/Regulatory, and
Operational Risk Ratings, The Information Security Scorecard, Develop Security Patterns for
Applications/ Systems Software Engineering (Process and Product Improvements), Implemented

Software Engineering InfoSec Process and Product Improvements




UNIT III (12 Hours)
ARCHITECTURE STRATEGIES: Architecture strategies for computer fraud prevention,
Architectural Strategies to Prevent and Detect ICF, Intrusion Detection Systems,
NIDSNetwork Intrusion Detection Systems, Host-Based Intrusion Detection Systems (HIDS),
The Penetration Testing Process, Web Services-Reducing Transaction risks, Extensible Mark-
up Language (XML), XML and Security, Simple Object Access Protocol (SOAP), Problems
with Web Services Security, FRAUD SELECTION & DETECTION: Key Fraud Indicator
selection process, Macro Computer Fraud Taxonomy, Key fraud signature selection process,
Accounting Forensics, Computer Forensics, Journaling and its requirements, The National
Industrial Security Program Operating Manual (NISPOM), Journaling Risk/Controls Matrix,
Standardised Logging Criteria for Forensic Photo Frames, Neural networks — Misuse detection

and Novelty detection.
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